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ABSTRACT

Sniffing attack in context of network security, corresponds to theft or interception of data by capturing the
network traffic using a packet sniffer (an application aimed at capturing network packets). When data is
transmitted across networks, if the data packets are not encrypted, the data within the network packet can
be read using a sniffer. Using a sniffer application, an attacker can analyze the network and gain information
to eventually cause the network to crash or to become corrupted, or read the communications happening

across the network.

Sniffing attacks can be compared to tapping of phone wires and get to know about the conversation, and for
this reason, it is also referred as wiretapping applied to computer networks. Using sniffing tools, attackers
can sniff sensitive information from a network, including Email traffic (SMTP, POP, IMAP traffic), Web
traffic (HTTP), FTP traffic (Telnet authentication, FTP Passwords, SMB, NFS) and many more. The packet
sniffer usually sniffs the network data without making any modifications in the network's packets. Packet

sniffers can just watch, display, and log the traffic, and this information can be accessed by the attacker.

To prevent networks from sniffing attacks, organizations and individual users should keep away from
applications that are using insecure protocols, like basic HTTP authentication, File Transfer Protocol (FTP),
and Telnet. Instead, secure protocols such as HTTPS, Secure File Transfer Protocol (SFTP), and Secure
Shell (SSH) should be preferred. In case there is a necessity for using any insecure protocol in any
application, all the data transmission should be encrypted. If required, VPN (Virtual Private Networks) can
be used to provide secure access to users. Our project will discuss this issue by discussing Techniques for

Detecting and Preventing IP Sniffing amplification Attacks.



1. INTRODUCTION

Sniffing in general terms refers to investigate something covertly in order to find confidential
information. From an information security perspective, sniffing refers to tapping the traffic or
routing the traffic to a target where it can be captured, analyzed, and monitored. Sniffing is usually
performed to analyze network usage, troubleshooting network issues, monitoring the session for
development and testing purposes. Since we have understood what basically sniffing is, let’s move

on to know how it can be used to perform attacks.

By the end of this, you will be able to understand what is Sniffing attack and its role in extracting
meaningful insights from the complex and large sets of data all around us. To get in-depth
knowledge of Ethical Hacking, you can enroll for a live ethical hacking course by OnlinelTGuru

with 24/7 support and lifetime access.

Remember back in some movies, law agencies, and criminals used to bug the telephone lines in
order to hear the calls that a person receives in order to get some information. This is a perfect
example of sniffing attacks. This technology can be used to test the telephone lines and determine
the quality of the call but criminals used it for their own illegitimate purpose. In the world of
internet, sniffing can be performed using an application, hardware devices at both the network and
host level. Any network packet having information in plain text can be intercepted and read by the
attackers. This information can be usernames, passwords, secret codes, banking details, or any

information which is of value to the attacker. This attack is just the technical equivalent of a
physical spy.
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Fig.1 Sniffing attack
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2. Context and Preliminary Investigation

Normally, a computer only looks at packets addressed to it and ignores the rest of the traffic on the
network. But when a packet sniffer is set up on a computer, the sniffer's network interface is set to
promiscuous mode. This means that it is looking at everything that comes through. Packets that
contain targeted data are copied onto the hard disk as they pass through. These copies can then be
analyzed carefully for specific information or patterns. Once the pattern is recognized the
encryption key becomes known to the sniffer and the cipher text can be decrypted. Thus, inspite of
cryptographic encryptions, the fact that the pattern from all the collected packets was recognized
can lead to data theft (both ethical and unethical).

Packet sniffing can be used for network traffic monitoring, traffic analysis, troubleshooting and
other useful purposes. However, it is largely an internal threat in most organizations. In sniffing, a
malicious third party may be able to eavesdrop as well as manipulate sensitive data during
communication between machines in a LAN. Packet sniffing tools, which are powerful software’s,
can prove to be devastating hacking tools. Even worse, these are freely available on the Internet.
Some examples include Dsniff and ScoopLM. Businesses are switching ageing hubs with new
switches. However, packet sniffing in a switched environment, though more challenging than in a
non-switched environment, is also possible. To combat this problem, our paper proposes to use the

concept of fake packets along with the existing ciphers.



3. Literature survey

P.Anu presented Generally Malicious users that make use of different attacks at different levels to
steal different level of data. Some of the sniffing attacks that can be used in different levels of
networking/transmission are Media Access Control (MAC) Flooding, Dynamic Host
Configuration Protocol (DHCP) Attacks, DHCP Starvation Attack, Rogue DHCP Server Attack,
Address Resolution Protocol (ARP) Spoofing, MAC spoofing and Domain Name Server (DNS)
Poisoning. In this paper, a comparative study has been done with the above mentioned sniffing
attacks and the level of recovery that can be done with each sniffing attack. Sniffer is not only used
for hacking purpose but also it is used for network traffic analysis, packet/traffic monitoring,
troubleshooting and other useful purposes. Packet sniffers can be used in intrusion detection. There
exist some tools also that can be used for intrusion detection. Packet sniffing is a technique through

which an intrusion can be created and through which an intrusion can be detected [2-7].

Ibrahim Ali et al., presented analysis tools of data traffic is becoming an important factor to increase
an overall system and network security by avoiding external attackers and monitoring abuse of the
IT assets by employees in the workplace. The techniques that used for collecting and converting
data to a readable format are called packet sniffing. Packet Sniffer is a tool that used to capture
packets in binary format, converts that binary data into a readable data format and log of that
captured data for analyzing and monitoring, displaying different used applications, cleartext user
names, passwords, and other vulnerabilities. this paper may be considered as an insight for the new
researchers to guide them to an overview, essentials, and understanding of the packet sniffing
techniques and their working [7-20].

Pallavi Asrodia introduced a tool which is developed to remove deficiency of existing tool. By
using this packet sniffer we can capture traffic as well as we analyzed capture traffic. We can
generate reports on the basis of analyzed traffic. Many protocol like TCP, IP, UDP etc. are
implemented and filtering on basis of protocol is also done. Alerts generated on the occurring of
suspected activities [20-30].

Praful Saxena presented Packet sniffing is important in network monitoring to watch network

activities which help network administrators to find out weakness of network. This paper focuses



on sniffing network traffic working in different environment. Working of Network sniffing tool
Wireshark .By using this packet sniffer we can capture traffic as well as we analyzed capture traffic.
We can generate reports on the basis of analyzed traffic. Many protocol like TCP, IP, UDP etc. are
implemented and filtering on basis of protocol is also done. Alerts generated on the occurring of

suspected activities [30-35].

B. Prabadevi Presented ARP sniffing causes poisoning of ARP cache or spoofing. Through ARP
sniffing, the attacker tries to know the (IP, MAC) pair of victim’s system available in ARP table
or ARP request-reply packet passed over the network and either exploits victim’s resources or
creates a situation to deny victim’s services for its legitimate users. This in-turn causes MITM,
DoS or DDoS attacks. The major cause for these attacks is lack of effective authentication
mechanisms with ARP or RARP protocols used for address resolution. This paper provides the
working principle of ARP protocol and a method to mitigate the attacks caused by ARP cache
poisoning. The proposed framework compares the IP-MAC pair in the ARP and Ethernet headers
and if any fake entry is suspected, the information is updated in the fake list and a message is sent
to the gateway or router to alert it from cache poisoning attacks [36-40].

Pallavi Asrodia introduced the development and popularization of network Technology, the
management, maintenance and monitoring of network is Important to keep the network smooth
and improve Economic efficiency. For this purpose packet sniffer is used. Packet sniffing is
important in network monitoring to troubleshoot and to log network activities which will benefit
both the network Software engineers and network administrators There are various packet sniffers
are available in market by which we can perform packet sniffing. This paper focuses on the basics
of packet sniffer; it's working Principle and various packets sniffing tools their working and their

capabilities for network monitoring and analysis [41-50].

Anubhi explained a comprehensive review of sniffing attacks, its type, sniffing tools and
techniques, online adaptation problem, Scatter net scheme based on sniff mode, sniff project, Wi-
Fi sniffing program and other related techniques. Numerous research papers explored for this
purpose. Reviewing process also focused on security measures which are applied during the flow
of information between client and server. To explore the gap in present area, overcome issues

related to sniffing attacks are also discussed in the research paper [51-60].



4. Analysis

4.1 Sniffing Motives:
. Getting username a passwords

« Stealing bank-related/transaction-related information
« Spying on email and chat messages

« ldentity theft

4.2 Types of Sniffing
There are two types of sniffing- active and passive. As the name suggests, active involves some

activity or interaction by the attacker in order to gain information. In passive the attacker is just

hiding dormant and getting the information. Let’s discuss passive sniffing first.

4.2.1 Passive Sniffing:
This kind of sniffing occurs at the hub. A hub is a device that received the traffic on one port and

then retransmits that traffic on all other ports. It does not take into account that the traffic is not
meant for other destinations. In this case, if a sniffer device is placed at the hub then all the network
traffic can be directly captured by the sniffer. The sniffer can sit there undetected for a long time
and spy on the network. Since hubs are not used these days much, this kind of attack will be an
old-school trick to perform. Hubs are being replaced by switches and that is where active sniffing

comes into the picture.

4.2.2 Active Sniffing:
In a nutshell, a switch learns a CAM table that has the mac addresses of the destinations. Basis this

table the switch is able to decide what network packet is to be sent where. Inactive sniffing, the
sniffer will flood the switch with bogus requests so that the CAM table gets full. Once the CAM is
full the switch will act as a switch and send the network traffic to all ports. Now, this is legitimate
traffic that gets distributed to all the ports. This way the attacker can sniff the traffic from the

switch.



4.2.3 Types of sniffing attacks

e MAC flooding:

Flooding the switch with MAC addresses so that the CAM table is overflowed and sniffing can be
done.

e DNS Cache Poisoning:

Altering the DNS cache records so that it redirects the request to a malicious website where the
attacker can capture the traffic. The malicious website may be a genuine-looking website which
has been set up by the attacker so that the victims trust the website. The user may enter the login
details and they are sniffed right away.

e Evil Twin Attack:

The attacker uses malicious software to change the DNS of the victim. The attacker has a twin
DNS set up already (evil twin), which will respond to the requests. This can be easily used to sniff
the traffic and reroute it to the website that the attacker wishes.

e MAC Spoofing:

The attacker can gather the MAC address(s) that are being connected to the switch. The sniffing
device is set with the same MAC address so that the messages that are intended for the original
machine are delivered to the sniffer machine since it has the same MAC address set.

4.3 Top Sniffing tools

° Wireshark:

An opensource packet capturer and analyzer. It supports Windows, Linux, etc. and is a GUI based
tool (alternate to Tcpdump). It used pcap to monitor and capture the packets from the network
interface. The packets can be filtered basis IP, protocol, and many other parameters. The packets
can be grouped or marked basis relevance. Each packet can be selected and dissected as per need.

° dSniff:

It is used for network analysis and password sniffing from various network protocols. It can analyze
a variety of protocols (FTP, Telnet, POP, rLogin, Microsoft SMB, SNMP, IMAP, etc) for getting
the information.

Microsoft network monitor: As the name suggests it is used for capturing and analyzing the
network. It is used for troubleshooting the network. Some of the features of the software are



Grouping, a Large pool of protocol support(300+), Wireless monitor mode, reassembly of
fragmented messages etc.

. Debookee:

It is a paid tool that can be used to monitor and analyze the network. It is able to intercept and
analyze the traffic from devices that are in that subnet, irrespective of the device type (Laptop,
devices, TV, etc). It offers various modules:

« Network analysis module: scan for connected devices, Intercept traffic in a
subnet, TCP port scanner, Network analysis and monitoring of HTTP, DNS,
TCP, DHCP protocols, Analyse VolP calls, etc.

« WiFi monitoring module: Details of access points in the radio range,
wireless client details, wifi statistics, etc.

o SSL/TLS decryption module: Support for monitoring and analyzing
secured protocols.

4.4 System Requirements

1.System

Requirements

By GNS-3 the network is completely designed and with all its details on the GNS 3 program used
to design networks, in addition to that, complete settings for the routers used to connect branches,
as well as the switch devices used to connect devices and resources within the network, as well as
the address settings used to connect the network so on this project we will use this an option to



perform our project, also VMware to create all end user devices “server, IDS/IPS, kali Linux” ,
and we will use GNS-3 to create our network topology “routers, switches, firewall”, then we will
add the end devices into the GNS-3 network topology.

4.5 Practical Project phases

1. Network Design.
2. Configurations.
3. IP Sniffing attacks.

4. Prevention and mitigations.

Project steps

' 4 .Prevention &

Mitigation
eFirewall
o Wireshark.

. 1.3.IP Sniffing
Project Attacks
1.Network design operation «Different Types of IP

stages 4 Sniffing Attacks
eInstalling and running Kali

N\

2.Configuration.1

*Connecting virtual
machines on the VM
software and the
network on the GNS3

* ASA hardware settings

*Router configuartion
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